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On 25 May 2018, the General Data Protection Regulation (GDPR)1 entered into 
application. Now, any organisation dealing with personal data must ensure they 
comply with its new regime. Life sciences actors are particularly concerned because 
they process large sets of personal data including – but not limited to – health data 
that is considered ‘sensitive’ under the GDPR and thus subject to a stricter regime.

If the GDPR mostly aims at reinforcing earlier rights and obligations without changing 
European data protection fundamental principles, it turns out to be very challenging 
for almost all organisations that fall under its (broader) scope. This can be easily 
explained by the fact that the GDPR has introduced an important shift regarding 
companies’ liability by setting up a general principle of ‘accountability’. It derives from 
the notion that organisations shall be responsible for and be able to demonstrate 
compliance with applicable rules at any time.

As a consequence, they need to make sure that they process data on a ‘privacy by 
default’ and ‘privacy by design’ basis, and implement the necessary technical and 
organisational measures to ensure data confidentiality and security as well as the 
minimisation of their processing throughout the lifecycle of their projects and 
activities. It has become crucial to follow a structured and transversal compliance 
plan that mobilises all business units of the organisation. Indeed, financial sanctions 
may be high in comparison with the previous regime (up to two or four per cent of 
businesses’ annual global turnover or €10m or €20m, depending on the obligations 
at stake, with the higher sanction prevailing). Other operational sanctions may apply 
such as the obligation to erase the data or interrupt the defaulting processing while 
the authority may decide to publish the corresponding condemnation, thus possibly 
harming the company’s reputation.

This new paradigm implements a series of tools and procedures that can be time-
and cost-consuming for organisations (especially the smallest) but will have the merit 
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of not only allowing organisations to avoid sanctions but also to build trust with both 
data subjects (such as patients, customers or employees) and partners. For this 
reason, the GDPR should be seen as an opportunity for a long-term digital 
ecosystem.

Still, certain aspects of the GDPR can be tricky, especially for actors in the 
healthcare sector. Being already subject to tight and complex regulation due to the 
nature of their activities, they must pay greater attention to some of the GDPR’s 
winding provisions that leave space for national laws’ specificities and derogations. 
Below is a brief overview of what those actors should know.

Step 1: the GDPR’s material and territorial scope

The GDPR applies to any ‘processing activity’ of ‘personal data’, each of these terms 
being widely defined by the GDPR.2

Processing activities at stake are not only those pursued by data controllers (ie, 
those determining the purpose and means of the processing) or processors (ie, 
those processing personal data on behalf of controllers) that are established within 
the European Union but also by non-EU organisations. Indeed, the GDPR’s long arm 
also makes them subject to its regime if their processing activities concern data 
subjects located within the EU (whether by offering them goods or services even for 
free or by monitoring their behaviour). The GDPR’s goal is to align data privacy 
protection rules across the EU but also to affirm the EU’s privacy values on the 
international scene.

Step 2: Application of Member States’ legislations to particularise some provisions 

of the GDPR

Due to its nature as a ‘regulation’, the GDPR is directly enforceable within EU 
Member States’ legislations. However, under the GDPR, Member States still retain 
the ability to derogate from certain of its rules by maintaining existing and/or adding 
new conditions at a domestic level. This is important for actors in the healthcare 
sector whose activities are particularly concerned with some of the GDPR’s areas of 
subsidiarity such as health personal data processing or scientific research activities.

Unlawfulness of processing with exceptions (Article 9)

As under Directive 95/46/EC, processing personal ‘sensitive’ data3 is in principle 
prohibited unless any of the exemptions authorised by the regulation apply.

Indeed, this general prohibition may be lifted under specific cases, as detailed in 
Article 9.2(a) to (j) of the GDPR (for instance when the data subject has given explicit 
consent to the processing for specific purposes, or when the processing is necessary
for reasons of public interest, or if diagnosing or curing a disease or saving the life of 
the person is at stake). Note that Article 9 applies in addition to Article 6 of the GDPR 
requiring a valid legal basis to justify data processing activities (consent, vital interest 
of a person, enforcement of a contract or a public interest, enforcement of a legal 
obligation, legitimate interest of the data controller), no matter what personal data, 
sensitive or not, are concerned.

However, looking at Articles 6 and 9 is not sufficient to ensure the lawfulness of 
health data processing since controllers shall also be aware of Member States’ 
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domestic laws to which they are subject. In practice, stakeholders will at least need 
to become familiar with the laws and regulations of the Member State in which they 
are established or conducting their projects, as well as those of other Member States 
subject to the principle of subsidiarity. This will depend on each national legislation’s 
territorial scope (see the article hereinafter relating to French legislation).

This situation could undoubtedly raise challenges and certainly calls into question 
the initial objective pursued by the GDPR as it does not make it easier for 
organisations to evolve in an international environment and could even penalise 
them from a competitive point of view. One can only hope this risk will not jeopardise 
the development of European organisations in the field of artificial intelligence and 
other innovations that are crucial for the EU’s future. A good thing is also that more 
stringent domestic legislations may finally become the standard in an economy 
where the level of data breaches is always increasing.

Processing for archiving purposes in the public interest, scientific or historical research

purposes or statistical purposes (Article 89)

According to Article 89 of the GDPR, processing for archiving purposes in the public 
interest, scientific or historical research4 purposes or statistical purposes shall be 
subject to appropriate safeguards for the rights and freedoms of the data subject. 
Article 89 also states that where personal data is processed for these purposes, EU 
or Member State law may provide for derogations from data subjects’ rights insofar 
as they are ‘likely to render impossible or seriously impair the achievement of the 
specific purposes, and such derogations are necessary for the fulfilment of those 
purposes’.

Individual rights that can be so reduced or waived pursuant to Article 89 of the 
GDPR are the following: the right to access data (Article 15), to have them rectified 
(Article 16), to limit the processing (Article 18) and object to it (Article 21).

Of course, this is subject to other legislations that may provide specific rights to data 
subjects, for instance, in their capacity as patients who have been recruited for a 
clinical trial and who hold certain rights over their personal data.

Other points of attention to be considered

The GDPR contains lots of other provisions referring to Member States’ leeway. 
Here are some other points of attention to help actors of the healthcare sector 
proceed:

· Data privacy impact assessment (PIA): a PIA will often need to be conducted by 
controllers insofar as ‘sensitive data’ is handled (in order to check if a PIA is 
required, one should use the European Data Protection Supervisor’s guidelines 
and their criteria5). Article 35 of the GDPR states that national data protection 
authorities (DPA) shall establish and make public a list of the processing 
operations categories that are subject to the PIA obligation. DPA may also 
establish and make public a list of processing operation categories for which no 
PIA is required.

· Data privacy officer (DPO): controllers and processors shall designate a data 
protection officer in some mandatory cases, including when their core activities 
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· consist of processing ‘sensitive data’ on a large scale. Again, organisations in the 
healthcare sector are particularly concerned.

· Conditions applicable to a child’s consent in relation to information society 
services: when processing is both based on consent and relates to the offer of 
information society services directly to a child, the processing of the personal 
data of a child is lawful where the child is at least 16 years old. Where the child is 
below the age of 16, such processing shall be lawful only if that consent is given 
or authorised by the holder of parental responsibility over the child. Member 
States may provide by law for a lower age for those purposes provided that such 
lower age is not below 13 years.

In a nutshell, it all boils down to dealing with the GDPR’s multi-layered approach 
between European law (the GDPR and other relevant texts and guidelines) and 
national laws. This surely requires a certain degree of expertise, especially in 
international and complex situations. Such a complexity should not lead 
organisations to give up. On the contrary, this should urge them to grasp this issue 
with a view to driving the future of GDPR interpretation. In this respect, it is worth 
noting that GDPR invites stakeholders and DPAs to work side by side to develop 
‘soft-law’ tools, such as sectorial codes of conduct.6

Notes

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and repealing Directive 
95/46/EC (General Data Protection Regulation).

2 ‘“Processing activity”: any operation or set of operations that is performed on 
personal data or on sets of personal data, whether or not by automated means, such 
as collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction’ 
(Article 4.2, GDPR). This wide scope applies both to digital and paper format media.

‘“Personal data”: any information relating to an identified or identifiable natural 
person… who can be identified, directly or indirectly… by reference to an identifier 
such as a name, an identification number, location data, an online identifier or to one 
or more factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person’ (Article. 4.1, GDPR).

3 'Sensitive personal data’ is defined as data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs or trade union membership, and the 
processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person's sex life 
or sexual orientation shall be prohibited (Article 9.1, GDPR). Besides, Article 4 of the 
GDPR also defines ‘data concerning health’, ‘genetic data’ and ‘biometric data’.

4 Historical research includes research for genealogical purposes, bearing in mind 
that the GDPR should not apply to deceased persons (Recital 160, GDPR).

5 Guidelines on Data Protection Impact Assessment (DPIA) and determining whether 
processing is ‘likely to result in a high risk’ for the purposes of Regulation 2016/679.

6 Article 40 of the GDPR.
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